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MORE THAN A GUARD IN A LGB

A PROFESSIONAL
WITH GROUNDING

Ahead of a book out in the
summer, Mike Blyth considers
education in the security sector.

t is estimated that the annual risk

consulting and security

management market could be
valued at over £150 billion by 2010,
fuelled by rapid business intelligence
needs and the growth of physical
security service requirements which
enable government and commercial
activities to occur. especially in
remote, volatile and commercially
challenging environments. The United
Kingdom and United States is
estimated to account for over 70 per
cent of the world's private security
needs. with many factors contributing
to the dramatic industry growth,
including the end of the cold war
decentralising common risks and
releasing previously constrained threats
into a global arena, increasingly
complex intrastate conflicts, trans-
national and domestic terrorism, as
well as ever present and evolving
organised and opportunistic crime.

Specirum

The genre security services spans a
spectrum of industry sectors. from the
more management orientated services
such as risk consulting. investigations.
due diligence, project operations, cyber

: security. intelligence and business

i evolving beyond corporations

i entrusting security to the divisions of
i health and safety or human resources,
i with companies gaining a more
thorough appreciation of the value of
i risk mitigation and the need for

i specialised expertise -
! security industry to offset liability.
reputation and operating costs Lo a

i corporation or business venture. The
i importance of effective risk

{ largely due to many ol the companies
{ having no crisis management plans in
! place - the resulling risk impacts

! significantly undermining business

Stand alone divisions

developing stand alone security

i divisions to deal with the increasingly
: complex and challenging threats faced
: from globalisation, perceiving risk

{ consultants and security managers as

cilitation - to the harder edge and %

more practical services such as close
protection. cash in transit, critical *
infrastructure and event protection. As
the globalisation of threats becomes
more complex. the risk consulting and
security management industry is

leveraging the

management as an enabler to business i
continuity was starkly reflected after
the World Trade Centre attack, where
50 US businesses went bankrupt,

continuity.

As a result, major corporations now are

business enablers. rather than as cost
centres. In addition, groups such as the
International Organisation for
Standardization (ISQ) and standards
bodies such as the British Institution of
ptandards (BSI) are developing
programmes to formalise business
continuity (BS 25999) and securily
policies and plans (ISI/IEC 27001),
reflecting a requirement to nm{ule and
formalise the industry.

Insurance

: Commercial leadership is also

increasingly realising that “no

i organisation would go into business

without significant insurance coverage,

i yet far too few organisations have

¢ systematic and integrated programmes
i in Crisis Management”
Person), and the industry is evolving

i and maturing in both the government
{ and commercially sectors as a result.
i Historically, security was largely
regarded as a guard in the lobby of an
i office block, whercas within today's

(Mitroff and

volatile and dynamic business
environment, with {Tuid risk making
companies vulnerable to a wider
gambit of threats, risk management is
now being perceived as a way o do
business better, and save programme
costs through alignment of risk against
business goals. through risk mapping
and sound contingency planning. This
mindset change better supports
businesses seeking new market entry,
as well as sustaining operations under
changing risk conditions. reducing
business interruption and supporting
business continuity. As a result, risk
and security managers are
increasingly being integrated
into corporate decision
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“This multi-agency
initiative aims to comb
fare evasion and anti-
sociol behaviour on our
buses and sends out o
dear message that such
behaviour will not be
tolerated in St Helens.”
Merseyside Sg§ John
Murphy on o recent
operation against fa
evaders and onti-sociol
hehaviowur.
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The original just got better
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UNHAPPY

ntil the Government

n prove itself capable
handling sensitive
ta, it cannot possibly
pect people to be
lling to go onto a DNA
nbhase.’
b Dem spokesman
nnny Alexander.
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making groups as convergence takes
place. resulting in better decision
making from the outset of a business
opportunity, as well as throughout a
project’s lifespan. Not surprisingly. this
elevation of security industry remit and
status requires increasingly refined and
holistically orientated security
professionals.

Grounding

While the value of security services is
now better understood, the preparation
of those eritering (or operating within)
the industry is still heavily reliant upon
a military, intelligence or law
enforcement professional grounding, or
from those lessons learned while
undertaking a management or advisory
appointment within the commercial
sector. While service leavers generally
have a solid grounding in many of the
principles of risk and security
management, there is very little in the
way of transitional awareness, nor the
appreciation of the unigue principles of
commercial application. Government
sector risk tolerances and perceptions
are also very different from the
commercial sector, and many
companies are exposed to unnecessary
risks by neither structuring nor
defining their contingency and crisis
management approach. Too few
companies require, support or provide
education and standards for those
responsible for developing risk
management policies, and
implementing resulting security
procedures within the corporation —
although this trend is changing. In
today's market the well-grounded
security professional will understand
the principles of convergence, helping
their company bring together multi-
faceted resources that enable the
organisation to leverage organic and

external capabilities, reducing
operating costs and increasing overall
organisational performance.
Commercially attuned security
professionals will also understand the
tenants of busipess continuity. being
able to identify and avoid risks, as well
as develop policies and plans which
allow an operation to function during a
crisis, or W recover most effectively
following a catastrophic event. To be
successful within this evolving and
maturing field, security professionals
must also be able to understand the
holistic nature of risk, and how both
tangible and intangible risk impacts
can result in ripple effects which move
throughout an organisation from an
initial event, affecting liability.
reputation, corporate confidence,
employee welfare and business
activities. Security professionals are
increasingly integrated as part of
business and project teams, supporting
business leaders in developing an
environment in which a pursuit may
occur, as well as supporting program
design within a risk context.

Catalyst for success

Increasingly security professionals are
becoming a facilitator or catalyst for
business success: an important
cornerstone for corporate planning and
decision making. While the
professional development gained from
government employment is
undoubtedly useful in preparing the
next generation of security
professionals for the commercial
sector, academic courses: from
diplomas to PhDs, as well as industry
orientated development programmes
are of significant value. Postgraduate
courses such as those run by
Loughborough, Leicester and Cranfield
offer invaluable insights into the wider

issues associated with the risk
management field, from a corporate to
program level, providing a broader
understanding of the industry, while
concurrently providing credibility and
an academic reference point to those
seeking to persuade and advise
industry leadership - from the CEO
down to a project manager. With the
elevation in status and remit security
professionals increasingly need proven
methodologies to demonstrate an
evidenced system or reference point to
support their rationale, and academic
courses such as those run by the
Director of the Security Management
Postgraduate Programme (Tom
Mulhall) of Loughborough University's
CHaRM provide an excellent
foundation for accredited knowledge
and capability. In addition, vocational
training and accreditation, such as that
mentored by Parson’s Corporate
Security Director (Glenn McLea, CPP)
for the ASIS Board Certified
Protection Professional programme
also supports the growing maturity and
growth of a diverse, complex and
interesting commercial field.

Security education, whether academic
or vocational, provides the basis for
expanding and refining knowledge and
experience gained outside of the
commercial sector, providing an
invaluable vehicle for security
professionals seeking growth and
advancement within the industry.
Education also provides the instrument
by which companies and their
executive leadership can be
empowered to pursue and sustain
business, developing effective and
pragmatic policies and plans to
safeguard them from today’s complex
and evolving global threats. 7

Occupational standards you can download
he Government is encouraging all sectors of the
economy to develop National Occupational Standards
(NOS) to cover all workforce activities. NOSs set the

benchmark of competency against which employers can

measure the skills of staff, and decide on training and
development needs. For this reason, Skills for Security says,
it engages with all sub-sectors within the security business
sector to ensure that NOSs are in place and up-to-date.

Already this year the Worcester-based skills body has

developed standards for precognition officers, community

wardens, security management. security co-ordinators and
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parking control. The latest approvals are for the NOSs for
cash processing and security and loss prevention. Mikael
Graham, Director of HR and Legal at Loomis, and chair of a
sector consultation group involved with the development of
the NOS for cash processing says: "I am pleased to see the
National Occupational Standards approved, this provides a
solid benchmark for organisations to adhere to. The NOS
are an important tool for all of the organisations involved
with cash processing and it states professionalism within the
industry to work within this framework." 3

You can read and download all the NOSs from a directory
* at: www.ukstandards.org.uk




